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Introduction Supervision measures

Cyber Violence

According to the Statistical Report on China’s Internet Development

o By December 2022, the number of Internet users has reached 1.067
billion.

@ The number of mobile Internet users has reached 1.065 billion.
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Figure: Size of Internet users and Internet penetration rate
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el
Cyber Violence

@ Online social network provides a platform and channel for people to
obtain and exchange information.

@ Due to the lax control of the Internet, it also causes a series of social
problems, such as false information and network rumors.
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Figure: Questionnaire on Cognitive Attitudes towards Cyber Violence
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el
Cyber Violence

@ Cyber violence may cause the privy "social death”, or suicide and
other extreme behavior.

@ The greater the influence of the speaker, the more serious the damage
caused by the misstatement
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Figure: Questionnaire on Cognitive Attitudes towards Cyber Violence
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Introduction Supervision measures

Supervision measures

o Traditional laws and regulations take the way of ex post relief, which
can not fully adapt to the changes in the network field.

@ The cost of subsequent dissemination of information in the Internet
age is low, and it is difficult to control subsequent dissemination.
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Figure: Questionnaire on Cognitive Attitudes towards Cyber Violence
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Introduction Supervision measures

Supervision measures

Governments

@ Some scholars believe that the government is an important force in
the rumor refuting action.
@ According to the study of Zhao et al., the government is the most
effective regulator in the process of rumor propagation.
Opinion Leaders

@ Jain shows that opinion leaders have an important impact on
information dissemination in social networks, thus influencing people's
decision-making.

@ The research results of Wang Xiwei et al show that opinion leaders
can actively guide public opinion and have a strong influence on the
spread of rumors.
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[\ILERSElI-g The Process of the Whole Game

Players in the Game

@ Macro influencer( 4% KV),

o Macro influencers only care about how much flow({fi &) they could
earn by spreading inflammatory rumors
e The privy(HZH A\)
o Nature draws a type t; for the privy from a set of feasible types
T = t1,t9 according to a probability distribution p(t;)
o Internet users(# %)
o The internet users choose whether or not to forward the rumor based
on their judgments, i.e. their behavior represents their judgments
o Internet users have "rationality”
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[\ILERSElI-g The Process of the Whole Game

Game Process

Unformed Rumors

To earn the flow

spread —[
Bring the privy reputation cost

Not Prove
Nothing Happen The Privy Decide to:
Prove

sadly occurs the reputation cost

Macro Influeners Decide to:

not spread

The cost to find evidence if very high

Sadly occurs the reputation cost

M
Not Prove \
The Privy Decide to: Forward
Prove ——— The cost to find evidence if very high Internet Users Decide to:

Not forward

(a) Macro Influencer & The Privy (b) The Privy & Internet User

@ For simplicity, we consider the game of macro influencer & the privy and the game of the
internet users & the privy separately.

@ Macro influencer & The privy: whether to spread the rumors — whether to prove himself

@ The privy & The internet users: whether to spread the rumors — whether to further
forward the rumor

@ The privy's payoff is consistent between these 2 games while we assume the behavior of
macro influencer and internet user are independent
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Model Setting Model Without Supervision

Game Tree of Macro Influencer & The Privy

Not Guilty (1-p)

Macro Influencers Macro Influencers

Spread Not Spread

The Privy -em -m
Macro Influencer sl sl o] sl

o0 ——

[o]
[o]

@ To find the solid evidence costs the privy a lot, i.e. ¢ is large

If the rumors are spread, the reputation cost is even larger, i.e. m > ¢

@ Macro influencer believes the privy has probability p to be guilty, and probability 1 — p to
be not guilty.

@ By spreading the rumors, the macro influencer could earn revenue from the flow of s

SOE & WISE, Xiamen University Cyber Violence December 18, 2023 11/39



Model Setting Model Without Supervision

Solutions

Recalling Worker-Firm Game

o Step 1: Backwards Induction

Guilty (p) Not Guilty (1-p)

@ Step 2: calculating the expected payoff of macro influencer
e Sisyxpt+six(l—p) =%
e NS: 0

@ The subgame perfect nash equilibrium: [Spread, Not Prove]

@ The calculation is irrelevant to the value of p, therefore the PBE is
[Spread, Not Prove, p € [0,1]]
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Model Setting Model Without Supervision

Game Tree of Internet Users & The Privy

Not Guilty (1-p)

Spread Not Spread
The Privy -m (o] -m (0] -c-m -C
Internet User el o 6] €l 0] €l

Figure: Game Tree of Internet Users & The Privy
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SRS
Nash Equilibrim

Assume here nature draws the privy’ type with p=1—p = %
@ Payoff Matrix

Internet Users
(S.5) (S,NS) (NS,S) | (NS,NS)
The Privy | (NPP) | -m - 5,9 | =<5, e1 | =52,0| =5, %
(NP,NP) —m, G —m, 5 0, % 0

@ 4 Nash Equilibrium:

[(NP,NP), (S,5)], [(NP,P), (S,NS)], [(NP,NP), (NS,S)], [(NP,NP),
(NS,NS)]
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Model Setting Model Without Supervision

Subgame Perfect Nash Equilibrim

@ When the privy is not guilty and
tries to prove himself, the subgame
perfect strategy for the internet user

is not to spread the rumor.

e Eliminating [(NP,NP), (S,S)],

[(NP,NP), (NS,S)]
@ 2 Subgame-perfect Nash

Equilibrium: [(NP,P), (S,NS)],

[(NP,NP), (NS,NS)]
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SRS
Perfect Bayesian Nash Equilibrium

- r __ Prob of Receving NP From Guilty Privy
Set belief: q= Prob of Receving NP

e [(NP,P), (S,NS)]

o Separating Strategy

o Requirement 3: ¢ =1

e PBE: [(NP,P), (S,NS), g=1]
e [(NP,NP), (NS,NS)]

e Pooling Strategy

o Requirement 3: ¢ =0.5

e PBE: [(NP,NP), (NS,NS), q=0.5]
e 2PBEs: [(NP,P), (S,NS), g=1],

[(NP,NP), (NS,NS), q=0.5]
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(VISR -a  Model With Supervision

The Role of Supervision

@ Recalling Basic Assumptions
e The macro influencer only cares about the flow they earned
The Internet user are rational
The cost to find solid evidence is high, ¢ > 0
The reputation cost of spreading the rumors is even higher than the
cost of finding evidence, m > ¢

@ The Role of Supervision

o Macro Influencer: If they wrongly spread the rumors, they should pay
compensation to the privy, —so

o The Privy: If they are wrongly spreading the rumors, they could get a
lump sum compensation, u

o Internet Users: If the internet users wrongly spread the rumors of the
not guilty privy, they will incur negative utility, —ea
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Model Setting Model With Supervision

Game Tree of Macro Influencer & The Privy

Macro Influencer Macro Influencer

Spread Not Spread

The Privy -c-m -m 8 u-c-m -m g
Macro Influencer sl sl s2 sl
— —_—

@ The only difference: when the macro influencer spreads the rumors of
the innocent privy, they should pay the privy so as compensation,
while the privy will receive p.
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Model Setting Model With Supervision

Solutions

@ Step 1: Backwards Induction

The Privy
Macro Influencer

@ Step 2: calculating the expected payoff of macro influencer
0 Sis1Xp—sax(1—p)=s1 = (s1+82)p— 2

e NS: 0
o Perfect Bayesian Nash Equilibrium:
NS, P, p < ;22-1 [S, NP, p > 2]
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Model Setting Model With Supervision

Game Tree of Internet Users & The Privy

Not Guilty (1-p)

Spread, Not Spread
The Privy -m 0 m o] p-c-m
Internet User el ] -€2 €l (o] €l

@ The only difference: when the internet users spread rumors of
innocent privy, they have negative utility —eg
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SN ST
Nash Equilibrium & Subgame Perfect Equilibrium

Assume here nature draws the privy’ type with p=1—p = %

o Payoff Matrix
Internet Users
(S.S) (S,NS) (NS,S) | (NS,NS)
The Privy | (NPP) | =2 e | —com o) | =com | ¢ d
(NPNP) | —m, 952 | —m, 9452 0,5 0,9

@ Subgame also eliminates the strategy of "( ,S)"
@ 2 Nash Equilibrium = 2 Subgame-Perfect Nash Equilibrium:

[(NP,P), (5NS)], [[NP,NP), (NS,NS)]

o After supervision, the strategy of "( ,S)" is even not in the Nash
December 18, 2023 21/39
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SN ST
Perfect Bayesian Nash Equilibrium

- r __ Prob of Receving NP From Guilty Privy
Set belief: q= Prob of Receving NP

e [(NP,P), (S,NS)]

o Separating Strategy

o Requirement 3: ¢ =1

e PBE: [(NP,P), (S,NS), g=1]
e [(NP,NP), (NS,NS)]

e Pooling Strategy

o Requirement 3: ¢ =0.5

e PBE: [(NP,NP), (NS,NS), q=0.5]
e 2PBEs: [(NP,P), (S,NS), g=1],

[(NP,NP), (NS,NS), q=0.5]
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Experiment: Internet Users & The Privy Interaction
Outline

© Experiment: Internet Users & The Privy Interaction
@ Design and sampling
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@ The Privy’s results
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Experiment: Internet Users & The Privy Interaction The Privy’s results

Design and sampling

We designed several online rumor scenarios to capture real-life reactions.
@ Process: Assumptions — Randomly assign roles — Q&A
@ We collect 200 questionnaires with 97 Internet Users and 103 Privies,
and exclude irrational people 11 and 19 respectively.

PIERENA T SEAME BEEH

FEMMR, SEHAAPBRENERFNT, 8%, BERETAENMRER, BHAR
ARROTERPER, CROERTRNNARAREXESE, RWEARES,

HpE FHAREAFSTANSHRE, MRIBPATLE, GIFHEIRENT I BIES
B, LUBERECHSRIRA. SHREN, EHLANE, MELUFEHESIRER, BREEEEE (3%
B, mRE) , HEARBRSHAGE—EEE FROR R,

FRRARERTIUTRE:

1. LHIES RN, BiRME EHIT EXREATSTANRERE (FXbihms) o kBx
BARERTEHE, BONRRAEREHHEHEX—NE. SSEMNIRLEARMRSE,

2, RAESEANEEHCR ATNER THEN, MEFAESEARNMEED, REETSEAN
1T RRFR.

3. ENENYUFANELFRIER, SWE—ENERE CRERONTER) . ERFEEEE
LIFE—ER: SS5BAET, RESEEEINS S5PALE, RESET TS,

4. ERRBHERZNS TeUBALETER, BaNBALR BN,

5, HEARSEERBUEARMIEE, BibHE 1R,

Figure: Introduction and assumptions
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Experiment: Internet Users & The Privy Interaction The Privy’s results

Internet Users’ results

Internet Users' reactions when faced with " Not prove” to "Prove”:

@ The number of netizens who chose " Spread” drops by 46.7%, and
those who chose " Not spread” increases by 150%.
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Figure: Netizens' reactions when faced with NP and P
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Experiment: Internet Users & The Privy Interaction The Privy’s results

Internet Users’ results

Individual tracking:
@ Netizens are less likely to spread when observing P: 70.9%
o Netizens are more likely to spread when observing P: 9.3%
@ NP or P does not affect netizens’ choice: 19.8%
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Figure: Netizens' reactions when faced with NP and P
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Experiment: Internet Users & The Privy Interaction The Privy’s results

Internet Users’ results

Supervision: Netizens who spread false rumors will be punished.
@ Netizens are less likely to spread when supervision appears: 64.0%
@ Netizens are more likely to spread when supervision appears: 11.6%
@ Supervision does not affect netizens' choice: 24.4%

When faced with NP: ®

<. spread

@
= iaiterent

Spread

TE Indifferent
Not spread \;@
Not spread
@ spread
Spread -7 ®
FlE Indifferent =+ Indifferent
Not spread @
Not spread
@ spread
Spread 7
Not spread ®

~* Not spread

Figure: Netizens' reactions between different supervision status
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The Privy’'s results

Privies' reactions when relative cost of self-proving decreases:

@ The number of privies who chooses " Prove” increases by 30.0%, and
those who chooses " Not prove” drops by 42.1%.
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Figure: Privies' reactions when faced with different self-proving costs
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Experiment: Internet Users & The Privy Interaction The Privy’s results

The Privy's results

Supervision: Self-proving cost decreases and victims will be compensated.
@ The privy is more likely to prove when supervision appears: 42.9%

@ The privy is less likely to prove when supervision appears: 11.9%
@ Supervision does not affect the privy's choice: 45.2%

Prove
Prove =

Not Prove O]
Not Prove
@) prove
Prove —“‘—/@
P iterent - ndiferent s
Not prove ;_@

Not prove

Prove

- ®
Tl Indifferent 22 .mdwferem BlaE

=+ Not prove

Not prove €

Figure: Privies' reactions between different supervision status
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@ Summary and reflection
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Summary and reflection

Summary and reflection

Why are online rumors so prevalent?
o “MEIE—5KME, FEZHIETAE": In cyberspace, spreading rumors is
almost no cost while the cost of self-proving is so high.
o HLY W) HIEMEE": It is assumed in advance that the Privy has
a problem, then he needs to prove "I'm innocent”.
Policy implications:
@ Strengthen supervision: Assist Privies to reduce self-proving costs,
and severely punish rumor makers and spreaders.
e Movement: “IGRATTEN" in 2023
Model limitations:

@ Guilty Privies who use "false evidence” to quibble are not taken into
account.

@ The influence of Macro Influence on netizens' actions has been
ignored.
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Summary and reflection
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Appen Questionnaire

Questionnaire

@ Introduction and assumptions
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Questionnaire

@ Questions for Privies
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Questionnaire
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Appendix: Questionnaire

Questionnaire

@ Questions for Internet Users
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Appendix: Questionnaire

Questionnaire
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